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1 Introduction

The problem of randomness testing discussed in this paper is motivated by at-
tempts to assess the quality of different random number generators. The wide
use of public key cryptography has led to the interest in testing for randomness
a binary string produced by such generators. The evaluation of random nature
of outputs produced by various generators became vital for communications in-
dustry where digital signatures and key management are crucial for information
processing and for computer security.

A number of classic tests of randomness is reviewed in Knuth (1998). How-
ever, most of these tests may pass patently nonrandom sequences (see discus-
sion in Marsaglia, 1985). The most popular battery of tests for randomness, the
Diehard Battery, (Marsaglia 1996), demands fairly long strings (224 bits). A
commercial product, called CRYPT-X, (Gustafson et al. (1994)) includes some
of tests for randomness.

The Computer Security Division of the National Institute of Standards and
Technology (NIST) initiated a study to assess the quality of different random
number generators. The goal was to develop a battery of modern stringent
procedures. The resulting suite (Rukhin et al, 2000) was successfully applied
to pseudo-random binary sequences produced by current generators, which are
used in encryption as well as in scientific computing. The aim at NIST was not
to identify the best generator, but rather to provide a user with a characteristic
allowing to make an informed choice about the generator. The key selection
criteria for inclusion in the suite were that the test states its result as a P-value,



that the mathematics behind the test be applicable in the finite-sequence domain
(possibly through simulation), and that the test not essentially duplicate a test
that is already in the suite.

A list of some core tests designed for this purpose follows. Most of them are
based on known results of probability theory and information theory; only few
of these procedures are new. Almost all of the tests are applicable for a wide
range of binary strings size n and, thus, exhibit greater flexibility.

2 P-values: one-sided alternatives versus two-
sided alternatives

From the point of view of statistical hypotheses testing the principal difficulty
of testing randomness is that this null hypothesis is typically false. Indeed, this
is certainly the case with all pseudorandom number generators which are based
on recursive formulas. In view of this fact, one may expect only a measure of
“degree of non-randomness” attested to by a given string.

This measure for each test in the suite is a P-value, (empirical significance
level), and the collection of P-values from all the tests forms the character-
istic reported to the consumer. All considered tests are based on a statistic
T = T, which under randomness assumption has a non-degenerate, desirably
continuous, limiting distribution function G whose tail probabilities can be nu-
merically evaluated. The number 1 — G(T},(obs)) = P(T > T,(obs)) provides
then the approximate P-value of the null hypothesis of randomness against the
one-sided alternative corresponding to distributions of 7' being stochastically
larger than the distribution of T evaluated under the null hypothesis. For ex-
ample, in the classical example, when T is the chi-squared statistic, the P-value,
P(T,, > T,(obs)), can be obtained as the incomplete gamma-function, and its
small values lead one to believe in the falsity of the null hypothesis. On the other
hand, statistics with the distribution being a mixture of the chi-squared distri-
butions with different degrees of freedom, were deemed to be too inconvenient
to work with.

Since the alternative to our randomness hypothesis may not necessarily be
restricted to distributions of T' which are stochastically larger (or smaller) than
the distribution of 7" evaluated under this hypothesis. one may look at two-sided
alternatives. Then the validity of the null hypothesis is in doubt for small values
of min[G (T, (obs)), 1 —G(Ty,(obs))]. We suggest to interpret P-values in this case
as a “degree of agreement” between the statistic and its “typical” value, which
is to be measured by the median T' of its distribution (see Gibbons and Pratt,

1975). More precisely, the P-value is defined as P(|T,, — T‘ > |T,(obs) — T‘)
Thus
Prvalue — 1= G(Ta(0bs)) + G(2T — T, (obs)), Tn(obs) > T,
14+ G(Ty(obs)) — G(2T — T}, (obs)), Ty (obs) < T.

Observe that as a function of T3,(0bs), the P-value is an increasing function for



T, (obs) < T, attains its maximum, 1, at T and decreases afterwards. It follows
that if, say, T is positive and T' > T(obs), then P-value cannot be smaller than
1—G(2T). The two-sided test based on T is not appropriate in this situation.

When G is a discrete distribution with a one-sided alternative, the P-value
is defined as 1P(T = T,(obs)) + P(T > T,(obs)). Under the randomness
hypothesis, these P-values have approximate uniform distribution on the interval
(0,1). This distribution is exactly uniform in the continuous case, and this
uniformity is tested by Kolmogorov-Smirnov test in the suite. To achieve P-
values with the uniform distribution on the interval (0, 1), when a discrete-valued
statistic is used, the original string is partitioned into N substrings each of length
M. For each of these substrings the frequencies, vy, v1, ..., vk, of values of the
corresponding statistic within each of K41 chosen classes, vp+vi+...4+vk = N,
are evaluated. The theoretical probabilities mg, 71, ..., 7K of these classes are
determined from the (discrete) distribution of the test statistic.

The frequencies are conjoined by the y2-statistic
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which under the randomness hypothesis has the approximate x2-distribution
with K degrees of freedom. The reported P-value is

f)z;o(obs) e~ *2uK271 du _1_p K x*(obs)
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with P(a,z) denoting the incomplete gamma function
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3 Tests Based on the Properties of a Random
Walk

Denote by €,k = 1,2,...,n the underlying series of bits taking values 0 and 1
which is to be tested for randomness. In some situations it is more convenient
to deal with the sequence X = 2¢;, — 1,k = 1,2,...,n, with X} are taking
values +1 or —1.

Many tests can be derived from the well-known limit theorems for the ran-
dom walk, S, = X; + --- + X,,. For example, the classical Central Limit
Theorem, according to which

. Sn ) 1 / 2 _ e
lim P{—=<2z2)=®(2) = — e /2 du,
n—00 (\/ﬁ - ( ) V2m J -
forms the foundation for the most basic monobit test of the null hypothesis that
in a sequence of i.i.d. random variables X’s or €’s the probability of ones is 1/2.



Other results based on the approximation of the distributions of functionals
of the random walk by those of the Brownian motion also can be useful (see
Skorokhod and Slobodenyuk, 1970). For example, the limiting distribution of
the proportion of time U,, that the sums Sy are non-negative,

n—oo

2
lim P (ﬂ < z) = Zarcsinyz, 0 < z < 1.
n T

can be used for randomness testing, although is seems to lead to a weaker test
than the following procedure.

3.1 A test based on the maximum of the absolute values
of the random walk

The suggested test is based on the distribution of the maximum of the absolute
values of the partial sums, maxi<g<n |Sk|. Using Theorem 2.6, p 17 of Revesz
(1990) one obtains

P (1@52% |Sk| > t> =1- i P ((4k — 1)t < S, < (4k + 1)¢))

k=—00

+ i P((4k + 1)t < S, < (4k + 3)1)) .

k=—o00

As with probability one |S,,| < n, the summation in the first sum above can be
restricted to values k such that 4|k| < n/t+1 and in the second sum (—n/t—3) <
4k <nft-1.

This is an ezact formula and, as such, could be used for fairly short strings.
Indeed (S, + n)/2 has the binomial distribution with parameters n and p =
1/2, and all probabilities above can be written in terms of this distribution.
However even for small values of n, the following approximation gives pretty
good numerical results,

) L& 5 (u — 2kz)?
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With z = maxi<k<n |Sk|(0bs)//n, the approximate P-value according to
this formula is 1 — H(z), and the randomness hypothesis is rejected for large
values of z. The series in the last formula in (1) converges fast and should be
used for numerical calculation only for small values of z. The following formula
for H(z) is to be used for large values of z.



For a fixed positive z the function

o(u) = %Q_kajm(—nkexp {le= 2l

is even and 4z-periodic. More precisely, for any integer ¢
g(u+2€2) = (=1)’g(u),

and the validity of the formulas in (1) can be derived by integration of the
Fourier expansion of this function into cos 7*(2k +1), k=0,1,.... Also
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Note that a dual test based on (1) can be derived form the “reversed time” ran-
dom walk with S}, = X, +- - -+ X,,_41. With this definition, the interpretation
of the tests results is to be modified by replacing “ the early stages ” by “the
late stages”.

3.2 A test based on the the number of visits of the ran-
dom walk

Another test of randomness can be obtained from the distribution of the number
of visits within an excursion of the random walk S = X +---+ X}, to a certain
state.

Consider this random walk S} as a sequence of excursions

(i,...,0) = Si_y = Sep1 =0, Sy £ 0fori <k <L

We denote by J the total number of such excursions in the string. The limiting
distribution for this (random) number J (i.e. the number of zeros among the
sums Si, k =1,2,...,n when Sy = 0) is known

lim P i<z —\/g/ze_””zdu z2>0
n—oo \/ﬁ o T Jo ’ ’

One can reject the randomness hypothesis right away if J is too small, i.e.
if the following P-value is small,

Hobs)/VE 2
P (J < J(obs)) \/7/ e v/ du = (1,Jénb)).




Otherwise the number of visits of the random walk S to a certain state is
evaluated.

Let &£(x) be the number of visits to =,z # 0, during one excursion. The
following distribution of £(x) can be found in Theorem 9.7, p 96 of the book of
Revesz (1990) (see also Baron and Rukhin, 1999),

P (£(2) =0)=1—ﬁ @)
and for k=1,2,...
k—1
PE@=H=1z (1-5) - ®

This distribution means that £(z) = 0 with probability 1 —1/2|z|, otherwise
(with probability 1/2|z|) it equals to a geometric random variable with the
parameter 1/2|z|.

It is easy to see that E{(z) =1 and Var({(z)) = 4|z| — 2. A useful formula

P(e(z) > a+1) = 20P(E(z) = a+1) = 2|1$| (hﬁ) Ca=0,1,2,.... (4)

follows from (3).

This result can be used for randomness testing in the following way. For
a "representative” collection of z-values (say, 1 < z < 7or -7 < z < —1),
evaluate the observed frequencies vi(x) of the number k of visits to the state x
during J excursions which occur in the string. Thus v (z) = Ejzl V,Z (z) with
I/i (z) = 1, if the number of visits to z during the jth excursion (j = 1,...,J) is
exactly equal to k, and u,z (z) = 0, otherwise. Pool the values of £(z) into classes,
say, k = 0,1,...,4 with an additional class k¥ > 5. Theoretical probabilities of
these classes can be obtained from (2), (3) and (4), namely,

1

mo(z) = P (§(x) =0) =1— S

1 1\*!
Wk(w)zP(f(m)zk)=@<l—m> Sk=1,...,4;

5
) = P(E(a) 2 5) = 5 (1 - ﬁ) .

Compare the frequencies v () to the theoretical ones by the x2-test,

> —Jm 2
Z ka k( ) ,

k=0

which for any x under the randomness hypothesis must have approximately the
x2-distribution with 5 degrees of freedom. This is a valid test when J min 7y, (x) >
5, i.e. if J > 1,000. If this condition does not hold, one has to pool values of
&(x) into larger classes.



4 Runs Tests of Randomness

The classical definition of a run, say, of zeros is a succession of one or more zeros
which are followed and preceded either by one or by no symbol at all. It is worth
noticing that this is not the only possible definition of a run. Sometimes a run
is not allowed to start or to end with no symbol at all. There is also a different
definition of the length of a run, or of a run of a given length. For example,
Feller defines a run of length r as a recurrent event (see Feller, 1968, Vol 1,
Third ed., Sec XIII.1 and Sec XIII.7.) Namely, such a run is a non-overlapping
with other runs. The advantage of Feller’s definition is that the moments of
the occurrences of a run of length m admit a fairly simple generating function
(see Sec 7 of Chapter XIII in Feller, 1968) with explicit formulas for the mean
p =2t — 2 and the variance ¢? = 22(m+1) _ (2m 4+ 1)2m+! — 2,

For a fixed m the number N, of Feller defined runs of length m is approxi-
mately normal,

lim P ((Nm_\/’i%’ﬁﬂ < z> — B(2). (5)

Therefore with z(obs) = /(N (0bs) —n)/(o+/n) the P-value is
2(1 — ®(|z(obs])).

A similar limit theorem holds for the classical definition of a run of a fixed
length m. If M,, denotes the total number of runs of length m in a string of
size n with n, ones and ng = n — n; zeros, then

ng(no + V)ni(ngy —1)---(ng —m + 1)

EMm = nn—1)---(n—m)

and
ng(ng — Dny(ny —=1)---(ny —2m +1)

nn—1)---(n—2m —1)
+n0(n0+1)n1(n1—1)---(n1—m+1) 1_n()(ng+1)7L1(n1—1)---(nl—m+1)

Var(M,,) =

nin—1)---(n—m) nn—1)---(n—m)

with (M, — EM,,)/+/Var(M,,) being approximately standard normal.

The situation changes when the length m is allowed to grow as n increases.
Let W = W{(m,n) be the number of Feller defined, non-overlapping runs of
length m. Then if n,m — oo so that

2% S A>0, (6)
then W has a Poisson limit
)\k
P(W:k)—m—*F kE=0,1,.... (7)

See Barbour, Holst and Janson (1992, Sec 8.4).



However, the number W = W (m,n) of overlapping runs of length m in
the string has a different limiting distribution, namely a compound Poisson
distribution (the so-called Polya-Aeppli distribution), with moment generating
function A — 1)

- et —

Eexp{tW} — exp{ e/ } (8)
when (6) holds. To use these results one adopts the strategy discussed in Sec-
tion 2, namely, the string is partitioned into N substrings and the empirical
frequencies within each substring are conjoined by the x2-statistic.

The limiting distribution of the total number V;, of runs (in the classical
setting) for the fixed proportion of ones A = ny /n is known to be normal

Vo —2nA(1 = A)
(i <2) =20 9

This classical result leads to another classical randomness run tests.

It is worth noticing that the lengths of the longest run coincide under the
classical and Feller’s definitions. This is a useful characteristic for testing ran-
domness. The limiting distribution of the longest run v,, exists only along the
sequence with the fixed value of the fractional part of log, n. More specifi-
cally, let {log, n} and [log, n] denote the fractional and integer parts of log, n
respectively. Then

P (vn, — [logy n] < k) & exp{—2~[k+1+{logan}]} (10)

lim P

n—oo

For practical tests of randomness the distribution in (10) is not very convenient.
A more practical test for a string of length n, such that that n = M N, is as
presented in Section 2. If in the block (of size M) we have m ones (and M —m ze-
roes), the conditional probability that the longest string of ones v in this block is
less than or equal to k has the following form with U = min (M m+1, [ % +1] )

(see David and Barton (1962))

P(v< klm) = i M;"H Xl( DY),
CEer () (i)

J

so that
1 &/ M
P(ugk)zwg( ) s, (11)
The theoretical probabilities mg,71,..., 7k of the classes are determined from
(11).

5 Tests based on patterns

Most conventional pseudo random number generators, such as the linear con-
gruential generators and lagged-Fibonnaci generators used in IMSL, C++, and



other packages, tend to show patterning due to their deterministic recursive al-
gorithms. Because of this patterning, it is natural to investigate statistical tests
based on the occurrences of words (patterns or templates) of a given length.
The tests discussed here utilize the observed numbers of words which appear
with a given frequency (i.e. which are missing, appear exactly once, exactly
twice, etc.)

5.1 Tests based on the frequencies of patterns

Let s = (i1,...,%m) be a given word (template or pattern, i.e. a fixed sequence of
zeros and ones) of length m, m = log,(n/\). This assumption is needed for the
following Poisson approximation to be applicable. An important role belongs to
the set {j,1 < j <m,ij4r =i,k =1,...,m—j}, which is the set of periods of
1. For example, when 1 corresponds to a run of m ones, {1,...,m — 1} is the set
of all periods. For aperiodic words ¢, this set ids empty. Such words cannot be
written as €€ ... ¢¢' for a pattern £ shorter than » with ¢' denoting a prefix of £).
In this situation occurrences of ¢ in the string are necessarily non-overlapping.

Denote by W = W (m,n) this number of occurrences of the given nonperiodic
pattern. The natural way to calculate W is as the sum,

n—m-+1
W= Z I(€jrh—1 =ik, k=1,---,m). (12)

Jj=1

Then EW = (n —m + 1)2=™. Under condition (6) W has a Poisson limiting
distribution (7) (see Barbour, Holst and Janson, 1992, Sec 8.4). For patterns
with a fixed length m, the limiting distribution of standardized statistic W in
(12) is normal.

Note that the statistic (12) is defined also for periodic patterns, but the
accuracy of Poisson approximation is good only when 1 does not have small
periods. A test of randomness can be based on the number of possibly over-
lapping occurrences of 4 in the string when 2 has periods. As was discussed in
Section 4, if W = W (m,n) is the number of possibly overlapping appearances
of a periodic word of length m in the string, then the asymptotic distribution of
W is the compound Poisson distribution (8). The corresponding probabilities
can be expressed in terms of confluent hypergeometric function & =; F; (see
Johnson, Kotz, Kemp, 1992, pp 378-79).

If U denotes a random variable with distribution in (8), then for v > 1 with
n=2X\2

e~ u—1\n" ne "
=1

For example,



PU=2)=—=+2],
ne " [’
PU = T 1
(U =3) 3 [6+n+],
ne”" [n* 0>  3n
PU =4) = T 2.
U=4) 16[24+2+2+

As in Section 2, to use the corresponding tests the string is partitioned into
N substrings and the empirical frequencies of occurrences of aperiodic or pe-
riodic patterns within each substring are conjoined by the y2-statistic. When
K = 5 classes, i.e. {U = 0},{U =1},---,{U = 4}, {U > 5}, the theoretical
probabilities mg, 71, - - ., w5 of these classes are found from the above formulas.

5.2 Tests of Randomness Based on the Number of Miss-
ing Words

The mathematical foundation for the test based on the number of missing m-
words is contained in papers by Tikhomirova and Chistyakov (1997a, 1997Db).
As a matter of fact, the number of missing two-letter words is also employed
in the so-called “OPSO Theory” introduced in Marsaglia and Zaman (1993)
and used in the OPSO test of randomness in the Diehard Battery (Marsaglia
(1996)). In this test one takes non-overlapping substrings formed by zeros and
ones of given length p to represent the letters of the new alphabet, so that there
are ¢ = 2P new letters. In OPSO test one counts the number of two-letter
patterns (the original substrings of length 2p) which never occurred. (In the
Diehard test p = 10,q = 2'°.) Our goal here is to give a different derivation of
characteristics of this test.

5.2.1 Correlation polynomials and generating functions

We denote now by €1,...,€,, a sequence of i.i.d. random variables each taking
values in the finite set {1,..., ¢} such that P(e; = ¢) = p;,£ =1,...,q. Thus,
for any word ¢+ = (iy...4m), P(t) = pi, ---ps,, - The situation when p, = ¢!
corresponds to the randomness hypothesis.

The following correlation polynomial of two patterns plays an important
role in the study of the distribution of the numbers of missing words. Let
1= (i1 "4m) and 3= (j1 ...Jm) be two patterns (words) of length m. Put

C”(Z) = Z 5(im—k+1"'im)y(j1~~~jk)pjk+1 T 'pjmzkil' (13)
k=1

If » = », then the correlation polynomial is referred to as the correlation polyno-
mial. We denote it by A,(z) = C,,(2) and by A(z) the autocorrelation matriz,

A,(2) Cyl2)
“‘“Z):(cﬂ(zz) A1) )

10



A special role is played by aperiodic words 4 of length m (discussed in Section
5.1), for which A4,(z) = 2™ 1.

The first object of interest is the probability m,(n) that a fixed pattern )
is missing in the string of length n. According to Theorem 3.3 of Guibas and
Odlyzko (1981) the probability generating function

Fz(z)zzw

zn
n

has the form A,(2) A, (2)
2 A, (2 _ R\
F(2) = (z = 1A, (2) + P(1)  P,(2) "

Then P,(z) is a polynomial of degree m,

m—1
PQ(Z) = szl(z - 1) + Z é(im—k"'im)y(il...ik)pik+1 e 'pimzkil(z - 1) + P(Z)
k=1
m
=1z — 2.
j=1
One obtains
m o0 1
F(2) = Z6(im_k---im),(il...ik)pik+1 * Pim Z ntm—k Z Zfl Zrknm
k=1 n=0 ki+-+km=n

Thus for any word 2 the probability m,(n) can be found by comparing the coef-
ficients in the series expansions of F,(z). For example, when p; = 1/q and j is
an aperiodic template,

mm)= Y sk (14)

kit+-+km=n

The probabilities of the form, P (words ¢ and j are missing), also can be de-
termined from the generating function the form of which follows from the si-
multaneous equations of Theorem 3.3, p 195 in Guibas and Odlyzko (1981).
According to this theorem the generating function for probabilities of two spe-
cific words 2 and 7 to be missing in the string of length n depends on the
autocorrelation matrix A(z) in the following way

F,

1

P(words 1,) are missing in n-string
(=3 )

zn
n

_ () 5
(z = D|AR)| + P()Au(z) + P(1) A, (2) — P(1)Ciy(2) — P(5)Cpu(2)

Here |A(2)| = A,(2)A,(z) — C,;(2)C,.(2) denotes the determinant of A(z). Note

that in the simultaneous equations in Theorem 3.3 on p 195 of of Guibas and

11



Odlyzko (1981) the generating function Q(z) must have factors P(A),..., P(T)
in all equations except the first one.

These formulas for the generating functions lead to the asymptotic behavior
of the first two moments of the number of missing words. In the situation when

pr=1/q

m—t k—1
_ z
AJ(Z) =" + § : é(im—k+1"'iM)’(i1"'im) qm—k :
k=1

Here t,t > 1, is the period of ), i.e. the smallest positive integer for which
(it41 - im) = (i1 ...im—¢). If ) is an aperiodic template, 4,(z) = z™~!, then
we put t = oco.

It is not difficult to show that the largest root Z of the equation P,(z) =0
isreal, 2 < 1,2 = 1 as ¢ — oo. Assume that n/¢™ — a with a fixed positive
a. Then the asymptotic approximation for the probabilities 7,(n) follows from
the form of the generating function,

( ) t( ) 2n+m71 |: 1 ]
w,(n)=n(n)~ ——— |1+ —| .
’ J Pi(2) ztgt

One has

x>

IR 1
_l_q_m+qm+t+o qm—i-’r ’

wh(n) ~e @ [1 + %] _ (16)

so that

For aperiodic words, the analysis of the polynomial equation

(z=1)2z""14+¢™=0

1 m—1 1
z=1————+0<—).
qm q2m q2m

It follows that in this case

shows that

7%°(n) ~ e~ [1 -

: (2m—1)a+m—1]‘

17
g™ e (17)

The form of the probabilities (17) and (16) leads to the formula for the
expected value of the number of missing m-words, X. Let ¢¢,t =1,...,m—1,00
denote the total number of words whose correlation polynomial has the form
(13) (with ¢ = 0o corresponding to aperiodic words). Then

da=qm,

andasq—oofort=1,...,m—1

@ doo

—1
qt

12



With 7! (n) determined from (17) and (16), one gets

EX:thw;(n):e—aqure—a[ —1—5] +0(q> (18)

This agrees from the formula from Tikhomirova and Chistyakov (1997a) on p
23 as these authors studied the number of missing words of length m(= s)
among first n words of length m, so that the total string length in their paper
is n +m — 1. A similar identity (see the next Section) can be derived when
7 = q~ '+ ¢ n; with S = 0.

The derivation of the asymptotic formula for the variance is more cumber-
some. To obtain this formula, one can use the fact that X = ° x, where z,
is 0 or 1 according to occurrence of the word j in the string of length n. Thus,
Ez,xy = P (words jy and £ are missing) and

Var(X ZVar z,) + Z Cov(z,, )
I#L
= Z ,(n)[1 —my(n)] + Z P (words y and £ are missing) — m,(n)m¢(n)]. (19)
J J#L

The probabilities (16) and (17) have been determined, and the needed prob-
abilities, P (words 7 and £ are missing), can be determined from the generating
function (15). It turns out that the main contribution to this sum is due to pairs
of aperiodic words such that at least one of the polynomials Cy;(2) or C,(2)
vanishes.

Note that the analysis of the polynomial in the denominator of (15) corre-
sponding to C,,(z2) = Cj,(2) =0

(z—=1)zm 1 42g™=0

is the same as above. The probability of a pair of such words to be missing has

the form
1
o ()

If Cy(z) has degree m — 1 — u and C),(z) = 0, then the corresponding
probability is of the form

my(n) = e~ [1+ ]+0<qm%).

5.2.2 Two-letter words

N

When m = 2, the number of missing pairs has been used by Marsaglia and
Zaman (1993) as a statistic for randomness testing. In this situation one obtains

Var(X) = e *[1 — (1 + a)e™]¢* + a’e™ "¢

13



Ca a _, a*> a 1

The theoretical justification for approximate normality of the distribution of X
for a fixed s when n — 00,n/¢> ~ a follows from a limit theorem by Mikhailov
(1989) as the crucial condition there, Var(X) — oo, is met.

To sum up, after the number X of missing two letter words in the string
of length n has been evaluated, one finds the value (X — EX)/4/Var(X) with
EX determined from (18) and Var(X) determined from (20) which leads to the
P-value corresponding to the standard normal distribution.

The asymptotic power of this test against the discussed alternatives for which
probability of the i th letter (i = 1,...,q) is of the form ¢! + ;¢ 3/2 is
determined by the ratio a®[e® — 1 — a]_l/ ? (see Tikhomirova and Chistyakov,
1997b). The largest possible value of this quantity (corresponding to the most
powerful test against these alternatives) is attained when a = a* = 3.594.. This
means that the best relationship between ¢ and n is n ~ 3.6¢>.

5.3 Serial test and approximate entropy test

The (generalized) serial tests, as well as more general entropy based tests, rep-
resent a battery of procedures based on the testing the uniformity of the dis-
tributions of patterns of given lengths on the basis of their empirical entropies.
Let wi, ...;,, denote the frequency of the pattern (i1, - -, %) in the “circularized”
string of bits (€1,...,€n,€1,-.,€m_1)-

The covariance matrix of w;,...;,, can be expressed in terms of the correlation
polynomials (13) defined in Section 5.2.1. Let the matrix ¥,, be formed by
n~1Cov (wj,...i,, ,Wj,--jn. )- Then its elements have the form

1 2m —1
041 imi1 - Jm — q—md(il...im),(jl___jm) - q27m
m—1 1
+ Z [6(ir+1"'iM)a(jl---jm—r) + 6(’51"'im—r)a(jr+1---jm)] W
r=1
1 2m—1  C,,(1) + Cp(1)
= q—m(S(,-l...im),(jl___jm) — o + 7" J . (21)

The rank of the matrix ¥,,,1 is ¢™+! —

has a remarkably simple form

g™, an one of its generalized inverses
Bt

Y1 ="M Q=¢"" [T — ¢ (ere] ©--- @ ege])]. (22)
Here I,,,;1 denotes the identity matrix of size ¢! x ¢™*+1. Thus Q is merely
the projection onto the orthogonal complement to the space spanned by the ¢™
vectorse; 0D ---90,...,0P---D0BDe;.
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The ¢-entropy of a discrete random variable with the distribution given by
probabilities m1,..., 7, is defined as

M
E(Trl,...,ﬂ'M) = Z?‘l’j(ﬁ(ﬂ'j).
j=1

Here ¢(u),0 < u < 1, is assumed to be continuously twice differentiable func-
tion. Commonly ¢(1) = 0 and ¢ is convex, in which case with ¢(u) = p(Mu), E
becomes p-information-type divergence between our distribution and the uni-
form one. When M = ¢™ and the probability distribution is that of all
m-templates, one may define the ¢-uncertainty as > v4,...i,, #(¥iy.-i,, ), Where
Viyewviyy = Wip-ip, /1 denotes the relative frequency of the template (i1,---,%m)
in the augmented (circular) version of the original string.

As one needs a tractable limiting distribution for the tests statistics based
on ¢-entropy, we put

&M = q,. Z Vig vt @ (Vi i ) (23)
i1 m

where
m

= q .
T @) (#)

The general definition of approximate ¢-entropy AH of order m,m > 1, is

AH(m) = &™) — g(m+1),

Large sample theory shows that the limiting distribution of

m m 1 1
n (ﬁ( ) — (I)( ) _ am¢ (q_m) +Clm+1¢ (W)]

coincides with that of —¢™+' ZTQZ (see Rukhin, 2000). Here Q is defined by
(22) so that ¢™T!Q is a generalized inverse of ¥,,,;. It is well known (see
for example Theorem 9.2.2 in Rao and Mitra (1971)) that this distribution
is the x2-distribution with the degrees of freedom equal to the rank of ,, .
Therefore the centered sequence n A H(m) asymptotically has the y2-distribution
with ¢™t1 — g™ degrees of freedom.

The classical Pearson’s x? statistic corresponds to ¢(u) = u. With an, = ¢,
am+19(¢""™ ") = amp(g~™) one has

,¢2
o = g™ 30 v, =14
11 Tm

Here

—m)2

2 _ (wil---z’m —ngq
wm - Z ng—m

= nqm Z (Vi1""im — qim)2

i1 im i1 im
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— m 2 _
=ng E Viii, — T
i1ed

is a x2-type statistic. (It is a common mistake to assume that 1?2, itself has the
x2-distribution.)

The corresponding statistics are called generalized serial tests of randomness
of a binary sequence (Good, 1953, Menezes, van Oorschot and Vanstone, 1997)

Vi =5 — Yy = nAH(m — 1).

Also
V22, =4k — 202+,

can be used in randomness testing. (It is put here ¥ = 2, = 0.) Indeed
it follows that V2, has approximately the x?-distribution with 2™~! degrees
of freedom and the limiting distribution of V2?42, can be shown to be the x?2-
distribution with 2™ 2 degrees of freedom. The convergence of V42, to x2-
distribution was originally proven by Billingsley (1956).

Thus for small values of m, m < 20, one can find the corresponding P-values
(and there are 2m of those) from the usual formulas. This result for V42 and the
usual counting of frequencies is given by Menezes, van Qorschot and Vanstone
(1997) on p 181, formula (5.2), incorrectly, as +1 should be replaced by —1.

Another classical choice, ¢(u) = —logu, with a,, = 2, leads to the tradi-
tional Shannon entropy. In this case the statistic (23) forms the basis for the
definition of approximate entropy investigated in a series of papers by S. Pincus
and co-authors (Pincus and Singer, 1996, Pincus and Kalman, 1997).

A sequence was defined to be m-irregular (m-random) if its approximate
entropy takes the largest possible value. Pincus and Kalman (1997) evaluated
approximate entropies when m = 0,1, 2 for binary and decimal expansions of
e, m,v/2 and v/3 with the surprising conclusion that the expansion of v/2 demon-
strated more irregularity than that of e. However, they were unable to get the
limiting distribution, which prevented this characteristic to be used as a ran-
domness test.

6 Tests based on data compression

The tests discussed in this section are based on patterns suggested by the data
themselves. The heuristic idea is that random sequences are those that cannot
be compressed or those that are most complex. The discussed tests are based on
statistics whose (approximate) distributions can be evaluated. The most inter-
esting of those would be the missing test based on evaluation of Kolmogorov’s
complexity.

6.1 Lempel-Ziv Complexity Test

There are several variations on the Lempel-Ziv algorithm (1977). For a binary
sequence the proposed test proceeds as follows:

16



1. Parse the sequence into consecutive disjoint words such that the next word
is the shortest template not seen before.

2. Number the words consecutively (in base 2).

3. Assign each word a prefix and a suffix; the prefix is the number of the
previous word that matches all but the last digit; the suffix is the last
digit.

Note that it is possible, for small n, that the Lempel-Ziv compression is actually
longer than the original representation. To see this more concretely, consider
the sequence 010110010. It parses as 0, 1,01, 10,010, giving five words. The first
word has prefix 0 (since there is no previous word) and suffix 0; the second has
prefix 0 and suffix 1, and so forth, giving (0,0), (0,1),(1,1),(2,0), (3,0), which
should be expressed in base 2 numbering as (00, 0), (00, 1), (01, 1), (10, 0), (11, 0).
In principle, one can slightly extend this by adding a starting block of ones to
indicate how many digits are needed for the prefix; this convention enables one
to completely recover the entire sequence from the compressed sequence without
any other knowledge. But such an extension is not pertinent to the testing issue.

Following the work of Aldous and Shields (1988), let W (n) represent the

number of words in the parsing of a binary random sequence of length n. They
show that

T LUACO) Y

n—oo nflogy n
so that expected compression is asymptotically well-approximated by n/log, n.

Moreover,
W(n) — E[W(n)] >
P <w) = ®(w).
(o <) > e
However, Aldous and Shields were unable to determine the value of o[ (n)].

That difficulty was overcome by Kirschenhofer, Prodinger, and Szpankowski
(1994) who prove that

C + (logy n)]

W (m)] ~ "k (24)

logg n
where C' = 0.26600 (to five significant places) and 4(-) is a slowly varying con-
tinuous function with mean zero and |4(-)| < 107.

To test a sequence for randomness compress this sequence using the Lempel-
Ziv algorithm (as defined above). If the reduction is statistically significant when
compared to the expected result, declare the sequence to be nonrandom. More
exactly, given a sequence, parse it and count the number W of words obtained.
It is not necessary to go through the complete Lempel-Ziv encoding since the
test uses only the number of words. Then calculate the ratio

W —n/logyn

.266n
log3 n

and report the P-value corresponding to the two-sided alternative. (Some pat-
terned sequences actually are flagged by being too long after compression.)
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6.2 Maurer’s “Universal Statistical” Test

The so-called “universal” test introduced by Maurer (1992) is the sole nonstan-
dard test for randomness included in the Handbook of Applied Cryptography by
Menezes et al (1997), and the sole compression-type randomness test in the
package CRYPT-X, Gustafson et al (1994). Maurer calls this test universal in
the sense that “it can detect any significant deviation of a [generator’s] output
statistics from the statistics of a truly random bit source when the [stream]
can be modeled as [the output from] an ergodic stationary source with finite
memory.” Maurer’s test statistic relates closely to the per-bit entropy of the
stream, which allegedly is “the correct quality measure for a secret-key source
in a cryptographic application.”

The test is a compression-type test “based on the idea Ziv (1990) that a
universal statistical test can be based on a universal source coding algorithm.
A generator should pass the test if and only if its output sequence cannot be
compressed significantly.” According to Maurer, the source-coding algorithm
due to Lempel-Ziv (1977) and discussed in Section 6.1 “seems to be less suited
for application as a statistical test” because it seems to be difficult to determine
the distribution of the test statistic.

The test requires a long (of the order 10 - 2% + 1000 - 27 with 6 < L < 16)
sequence of bits which it divides into two stretches of L-bit blocks: Q (> 10-2%)
initialization blocks and K (~ 1000 - 2L) test blocks. The order of magnitude of
Q is specifically chosen to ensure that with a high probability all possible L-bit
binary patterns do in fact occur in the initialization section. The test is ill suited
for large values of L because the initialization takes time exponential in L. The
parameter K represents the number of remaining blocks in the sequence being
evaluated, it is not taken to be an input parameter since it is to be maximized.
With Q = 10(2%) put K = [n/L] — Q.

The core of the test is to look back through the entire sequence while in-
specting the test segment of L-bit blocks, checking for the nearest previous exact
L-bit template match and recording the distance - in number of blocks - to that
previous match. The algorithm computes the logarithm of all such distances
for all the L-bit templates in the test segment (giving effectively the number
of digits in the binary expansion of each distance), and averages over all the
expansion lengths by the number of test blocks (K), i.e.

1 i=Q+K
fn== Z log, (#indices since previous occurrence of ith template).
i=Q+1
The algorithm achieves this efficiently by subscripting of a dynamic look-up
table making use of the integer representation of the binary bits constituting
the template blocks. A P-value is obtained from the normal error function based
on the standardized version of the statistic, with the test statistic’s mean given
by the formula (16) in Maurer (1992),

oo
Efy=2"") (1-27")""log, .
i=1
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In other terms the expected value of the test statistic f, is that of the ran-
dom variable log, G where G = G, is a geometric random variable with the
parameter 1 — 2L,

There are by now several versions of empirical approximate formulas for the
variance of the form

Var(f,) = c¢(L,K)Var(log, G)/K.

Here ¢(L, K) represents the factor which takes into account dependent nature
of the occurrences of templates, The latest of the approximations belonging to
Coron and Naccache (1998) has the form

. 12.
o(L,K)=0.7- % + (1.6 + T8> K,

However, these authors report that “the inaccuracy due to [this approximation]
can make the test to be 2.67 times more permissive than what is theoretically
admitted.” In other terms according to the Table 1.2 in Coron and Naccache
(1998) the ratio of the standard deviation of f,, obtained from the approximation
above to the true standard deviation considerably deviates from one.

In view of this fact and also since all approximations are based on the “ad-
missible” assumption that ) — oo, one may test the randomness hypothesis
by verifying normality of the observed values f, assuming that the variance is
unknown. This can be done via a classical statistical technique, namely the t-
test. For this test the original sequence must be partitioned in a number r (say
r < 20) of substrings on each of which the value of the universal test statistic is
evaluated (for the same value of parameters K, L and Q). The sample variance
is evaluated then, and the P-value is obtained from the ¢-distribution with r — 1
degrees of freedom. Actually, the same observation is true with regard to the
Lempel-Ziv compression test in Section 6.1, as the asymptotic formulas for the
variance seem to underestimate finite-sample values of this characteristic.

Another intriguing possibility is to use the approximate two moments of the
statistical estimate of entropy derived by Vatutin and Mikhailov (1995) in a
similar problem.

6.3 Rank of random matrices test

The following is a test based on the result of Kovalenko (1972) according to
which the linear rank R of M x @ random binary matrix takes values r =
0,1,2,...,m = min(M, Q) with probabilities

-1 . .
— 9r(Q+M—r)-MQ h (1-279)(1 — 20 M)
pr= i :

=0

It is suggested to implement this result for M = @ > 10. The number M is then
a parameter of this test, so that ideally n = M2N where N is the new ”sample
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size”. In practice we will look for values M and N such that the discarded part
of the string, n — NM? is fairly small.
The rationale for this choice is that

ad 1
pu~ ] [1 - g] = 0.2888..,
j=1
pM_1 =~ 2ppm =~ 0.5776..,
4
Pas R % ~0.1284..

and all other probabilities are very small (< 0.005) when M > 10.

For the obtained N square matrices evaluate their ranks R,, £ = 1,...,N
and determine the frequencies Fys, Fiy 1 and N — Fpy — Fipy 1 of the values M,
M —1 and of ranks not exceeding M — 2,

Fuv = #{R; = M},

Fu_i = #{R,= M —1}.

To apply x2-test use the classical statistic

,  (Fup —0.2888N)?  (Fp_y — 0.5776N)?

= 02888N 0.5776N
(N = Fas — Fag_1 — 0.1336N)
013336V )

which under the null (randomness) hypothesis has the approximate x2-distribution
with 2 degrees of freedom. The reported P-value is exp{—x?(obs)/2}.

6.4 Linear Complexity for Testing Randomness

This test pertains to an application of the notion of linear complexity which is
related to one of the main components of many keystream generators, namely,
Linear Feedback Shift Registers (LFSR). Such a register of length L consists of
L delay elements each having one input and one output. If the initial state of
LFSRis (e _1,---,€1,€0), then the output sequence, (er,€r11,- - -), satisfies the
following recurrent formula for j > L

€j = (c1€j 1 + ca€j o + -+ +cre; ) mod 2.

Here c¢y,...,cr are coefficients of the so-called connection polynomial corre-
sponding to a given LFSR. An LFSR generates a given binary sequence if this
sequence is the output of the LFSR for some initial state. For a given sequence
S™ = (€1,-...,€n), its linear complerity L(S™) is defined as the length of the
shortest LFSR that generates S™ as its first n terms. The possibility of us-
ing the linear complexity characteristic for testing randomness is based on the
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Berlekamp-Massey algorithm, which provides an efficient way to evaluate the
connection polynomial for finite strings.

When the binary n-sequence S™ is truly random, the formulas for the mean,
wn = EL(S™), and the variance, 02 = Var(L(S™)), of the linear complexity
L(S™) = L, are well known. The computer package Crypt-X suggests that
the distribution of the ratio (L, — p,)/o, is close to that of a standard nor-
mal variable, so that the corresponding P-values of the test for randomness can
be found from the normal error function. Indeed the paper by Gustafson et
al (1994) p 693 claims that “for large n, L(s") is approximately normally dis-
tributed with mean n/2 and a variance 86/81 with the standard normal statistic

z = (L(s™) — %) \/5%.” This fact is completely false. Even the mean value

does not asymptotically behave precisely as n/2, and in view of boundedness
of the variance, this difference becomes significant. More importantly, the tail
probabilities of the limiting distribution are much larger than these of the stan-
dard normal distribution.

Strictly speaking the asymptotic distribution as such does not even exist;
one has to treat the cases, n even, and n odd, separately with two different
limiting distributions arising. Both of these distributions can be conjoined in a
discrete distribution obtained via a mixture of two geometric random variables
(one of them taking only negative values).

The monograph of Rueppel (1986) gives the distribution of the random vari-

able L, the linear complexity of a random binary string, P (L, = 0) = 2%,

2min(2n—2L,2L—1)

P(L,=1L)= L=1

on N (25)

Rueppel (1986), Proposition 4.2 derives the formula for the mean u,, from these
probabilities,

m n

1 i 924
o = BLy = 5[ Y5257+ 3 jorn]
j=1 j=m+1
U G ) e S U I N S
) 36 m|3T9| T2 18 I

Here m = [%] is the integer part of n/2, r, = [1 — (—1)"]/2 denotes the
remainder of n divided by 2, and ¢, = 27"[n/3 + 2/9]. Thus r, is a bounded
(non-converging, oscillating sequence) and g, — 0. Therefore we will ignore the
term g, in the following formula (27). One can also use (25) to obtain a formula
for the variance o2, which turns out to be a bounded function of n.

By using (25), one can obtain the limiting distributions for L,, — u,. Indeed

the moment generating function has the form

M, (t) = Eexp{tL,} = o 1+ Zet1221—1 + Z eli92n—2;
7j=1

n
j=m+1
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111 (m+1)(t+21og2) _ | (n—m)(—t+2log2) _ 1
=—|z+¢ +etnS _ . (26)
2 |2 2(det — 1) det—1
As the variance is a bounded function of n, we look at the limiting distribution
of L, — p,. To derive this distribution it suffices to find the limit of moment
generating functions M, (t)e '~ = Eexp{t[L, — pn]}. One has

e—thn e(m—un+1)(t+2 log2) _ e—thn

Eexp{t[Ln - /‘Ln]} = on+1 + on+1 (4€t _ 1)

e(m—un)t+(n—m)210g2 _ e(n—un)t
2n(de—t — 1)

In our notation this identity takes the form

—2(t+210g 2) o —t(*g™ —an) [det — 2] e2(t—2log2) ,—t(*zn —an)

E exp{t[Ln—pn|} =

2(4et — 1) B 4e7t -1
et(%_5gn +qn)21_7'n et(_%_&‘Tﬂ+qn)2Tﬂ
4et — 1 + de—t —1

The first two terms in this formula tend to 0 when |¢| < 2log2, and to oo
otherwise, whereas the last two terms remain bounded.

If n is an odd number, i.e. when r,, =1, and |t| < 2log2, the limit of this
sequence exists

ol

t —It
. ity _ € 2e7 9
i Mot = My(t) = 35 —3 + =

and when n is even, i.e. r, = 0, the limit takes the form

1. M —tp M Ze%t 67%75
dim M (e = My(t) = 15— + =7

1 o0
=1 Z
the corresponding random variable V' takes possible values v, = —f — g,ﬁ =
0,1,... With probabilities P(V = v;) = 355, and the Values of the form

vf =k+2,k=0,1,... with probabilities P(V = v}') = . As it was to be
expected, the functlon My (t) is finite only for |¢| < 2log2.

Similarly,
1 & —(H—%)t = (k+g)t
e e
MU(t):§Z 92¢ +ZZ 22k’



so that the possible values of U are u, = —£ — %, £=0,1,... with probabilities
P(U = u; ) = 5, and the values of the form uf =k + 2,k =0,1,... with
probabilities P(U = u}) = 5z5. Thus —U has the same distribution as V.
Because of this fact and the inconvenience of having two different limiting
distributions, we suggest to adapt the following sequence of statistics,

T = (~)"[Ln = ] + 5. (27)
Here Ay
n Tn
§n = 5 + 8 (28)

These statistics, which for any n can take only integer values from —m to m+1,
converge in distribution to the random variable T". This limiting distribution is
skewed to the right. While P(T =0) =1, for k =1,2,...

1

fork=-1,-2,...
1
One obtains from (29)
1
for k < 0 (30) shows that
P(T<k)= 1
(T <k =3

Thus one can evaluate the P-value corresponding to the observed value T},
which for k = [|T}s|] + 1 has the form

1 1 1

3.92k—1 + 3.922k—2 T 92k-1°

In view of the discrete nature of this distribution one uses the strategy
described in Section 2 for a partitioned string. We note in conclusion that a
similar test can be used when the string is formed by random variables with
the uniform distribution over a finite set, say, {1,...,q}. As in the case when
q = 2, the following statistics,

q

Tn = (=1)"[L, — &) + Gt 1?2

(31)

with )
n  2q+r -1
én:_'i‘ a n(q 2 ) 3
2 2(¢+1)
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take only integer values from —m to m + 1, for any n. They converge in dis-
tribution to the random variable T such that P(T = 0) = %, for a positive
integer k

qg—1

P(T=k) =5
q

for k <0 1
q_

This distribution is also skewed to the right; its moment generating function
has the form

__a-1  qlg—1)

B g?e—t —1 et —1°

M (t)

7 Independence of tests

The performance of the discussed tests can be checked by the Kolmogorov-
Smirnov test of uniformity on the P-values obtained from the sequences. How-
ever, it requires us to assume that the sequences generated to test uniformity
are sufficiently random. Intuitively some tests should give independent answers,
e.g., the monobit test and a run test, that conditions on frequencies, should as-
sess completely different aspects of randomness. For the other tests, such as the
cusum test and the run test, the resulting P-values seem to be correlated.

To understand the dependencies between the tests in order to eliminate re-
dundant tests, and to ensure that the tests in the suite are able to detect a rea-
sonable range of patterned behaviors a factor analysis of the resulting P-values
has been performed. More precisely, to assess independence, 300 sequences
of binary pseudorandom digits were generated, each of length n = 1,000, 000.
All (k = 61) tests in the suite were used to test the randomness of those se-
quences. With p;; denoting the P-value of test i on sequence j, the transforma-
tion z;; = ® 1(p;;) leads to normally distributed variables, provided that p;;
are uniformly distributed. Let Z; be the vector of transformed P-values corre-
sponding to the jth sequence. We performed a principal components analysis
on the 77,...,Z300. Usually, a small number of components suffices to explain
a great proportion of the variability, and the number of these components can
be used to quantify the number of “dimensions” of non-randomness spanned by
the suite tests. Our analysis extracted 61 factors, equal to the current number
of tests in the suite. The first factor is the one that explains the largest variabil-
ity. If many tests are correlated, their P-values will load highly on this factor,
and the fraction of total variability explained by this factor will be large. The
second factor explains the second largest proportion of variability, subject to
the constraint that the second factor is orthogonal to the first, etc. The frac-
tions corresponding to the first 50 factors for tests based on Blum-Blum-Shub
sequences of length 1,000,000 showed that there is no large redundancy among
our tests.
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Additionally, the correlation matrix formed from the 21, ..., 2300, was con-
structed via a SAS program. The same conclusion was supported by the struc-
ture of these matrices. The degree of duplication among the tests seems to be
very small.

It must be realized that for a large number of tests some of the P-values
must be small even for perfectly random sequences.
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